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Spain hearing background note 
 
The PEGA Committee is holding a hearing on the use of Pegasus in Spain 29 November 2022.  
 
In the spring 2022, researchers at the University of Toronto’s Citizen Lab revealed that at least 
65 individuals connected with the Catalan independence movement, including MEPs Diana 
Riba y Giner, Jordi Solé, Antoni Comín and Carles Puigdemont, had been targeted with 
spyware between 2017 and 2020. 
 
Soon after these revelations, the Spanish government announced that the phones of the prime 
minister, Pedro Sánchez, and the defence minister, Margarita Robles, had been hacked with 
Pegasus in May and June 2021. 
 
The targeting of persons in Spain with Pegasus is subject to an investigation by the Spanish 
Ombudsman but a proposal for a parliamentary investigation did not receive support in the 
Spanish Parliament.  
 
The claims that both persons in Catalonia and the Spanish government has not been questioned 
from Spanish authorities, however the findings of Citizen Lab has been questioned by other 
persons amongst other things on the basis of the argument that Pegasus leaves no traces in a 
targeted phone which would mean that it is not possible to find out whether a phone has been 
hacked after the targeting has finished.  
 
It should be noted that Mr Chaim Gelfand, Chief Counsellor and Chief Compliance Officer at 
NSO at the hearing in the PEGA Committee on 21 June 2022 stated the following:  
  
“I would like now to dispel a number of misconceptions that have surfaced in the press and 
public debate with respect to our company’s activities and technologies. A lot of information 
has already been presented to the committee and there are numerous allegations that simply 



are not true. In light of the allocated time, I cannot go through all of them, so I’ll focus on the 
main or most common misleading and/or incorrect allegations.” 
 
One of the main misconceptions about Pegasus that he raised was that “It is not true that all 
traces of Pegasus software vanish on devices.” 
 
In relation to this misconception, he further stated that “regarding the fourth misconception, 
while Pegasus is indeed hard to detect on a target’s phone, it has a built-in investigating 
capability in case a misuse is suspected. This is impossible to erase or manipulate. Those 
capabilities cannot be completely deleted and an audit trail log exists permanently with the 
ability to retroactively check whether or not a certain phone number was penetrated. NSO has 
been granted access by its customers to perform this type of investigation many times in the 
past when an allegation of misuse arose, which has led to NSO shutting down systems and 
terminating a number of contracts.” 
 
Informal information received during the Israel mission gave at hand that the Pegasus spyware 
in fact maintains a client code in a targeted phone so that NSO in case of accusations of abuse 
can see which of their clients have targeted a specific phone 
  



Programme 
 

Country Hearing: Spain 
 

Tuesday 29 November 2022 9.00 - 12.30 (CET) 
 
 

 

9.00 Opening remarks: 

Opening remarks by the Chair of the Committee 

9.05 - 9.35 Panel 1 : experts 

 Ignacio Cembrero, investigative journalist at El Confidential 

 Andreu van den Eynde, Criminal lawyer, victim  

 Gregorio Martin, Emeritus Professor of Computer Science, 

University of Valencia  

09.35 - 10.50 Discussion: 

Q&A session based on the principles of catch-the-eye and ping-pong  

10:50-11:10 Panel 2 : authorities 

 Esperanza Casteleiro Llamazares, Director of the Spanish National 

Intelligence Agency (CNI) 

 Juan Jesús Torres Carbonell, Secretario General de Administración 

Digital  

11:10-12:25 Discussion: 

Q&A session based on the principles of catch-the-eye and ping-pong 

12.25 Closing remarks: 

Closing remarks by the Chair of the Committee 

 
 
  



Speakers:  
 
Panel I 
 

Mr Ignacio Cembrero  
Investigative journalist at El Confidential 
 
Born in 1954 in Madrid. He grew up in Luxembourg, Belgium 
and France. He studied at the Institute of Political Studies in 
Paris (Sciences-Po) and at the Fondation nationale des sciences 
politiques (FNSP). Ignacio Cembrero is a Spanish freelance 
reporter who has worked as a Maghreb correspondent for most 
of his career.  

 
He has been repeatedly attacked by Moroccan authorities for his reporting. In 2013, the 
Moroccan prime minister filed a criminal complaint in Spain against the journalist. The prime 
minister alleged Cembrero was inciting terrorism when he included a link to an Al-Qaeda video 
in a blog post on El País’s website two months prior. The case was dismissed twice by a Spanish 
judge. 
 
Cembrero then went on to work for El Mundo. There, he incurred the wrath of media owner 
Ahmed Charai, whom he said was connected to the Moroccan intelligence agency. Charai filed 
a complaint that was also dismissed by a Spanish judge. He announced his departure from El 
Mundo in 2015 and started working for El Confidencial. 
 
Cembrero keeps writing about Morocco, and Mohammed VI in particular, for various 
publications including El Confidencial in Spain and Orient XXI in France.  
 
According to Forbidden Stories, Ignacio Cembrero was selected to be targeted with Pegasus 
spyware in 2019.  
 
While the Forbidden Stories consortium, with the technical support of Amnesty International’s 
Security Lab, was able to confirm some infections out of this list through a forensic analysis of 
the phones, it was unable to analyze Mr Cembrero’s phone to confirm the infection. 
 
Works 
 

 "Marruecos silencia a los últimos periodistas críticos aireando su vida privada" El 
Confidencial (2019) 

 
 "Cuando Marruecos rompió con Francia, sus servicios secretos entraron en guerra" 

El Confidencial (2020) 
 

 "La rebelión del príncipe heredero de Marruecos, inspirada por la princesa Salma" El 
Confidencial (2021) 

 
 
 
Mr Andreu Van den Eynde  



Criminal lawyer, victim of Pegasus 
 
Mr Van den Eynde graduated in Law from Pompeu Fabra 
University. He holds a European Certificate in Cybercrime and 
Electronic Evidence. 
 
He practises as a lawyer at the Barcelona Bar Association since 
1998.     
     
He is consultant for the Negotiation course and the Master's 

Degree in Law at the Universitat Oberta de Catalunya. 
 
Mr Van den Eynde is Professor and lecturer on numerous courses and conferences on criminal 
matters, including computer crime, evidence in criminal proceedings, juvenile criminal 
jurisdiction, the Jury Court, prison law, etc.including but not limited to: 
- Associate lecturer in criminal law at the University of Barcelona. 
- Lecturer in cybercrime on the Master's Degree in Digital Law at the IL3-UB. 
- Lecturer in cybercrime on the Master's Degree in Digital Law at the University of Salamanca 
- Lecturer in criminal law, criminal procedure and computer crimes at the Barcelona Bar 
Association as part of the Diploma in Legal Practice, the Master's Degree in Criminal Law and 
the Master's Degree in Information Society Law. 
 
Mr Van den Eynde is a member of the Commission for Relations with the Administration and 
Justice and former Vice-President of the Criminal Law Section of the Barcelona Bar 
Association. 
 
Mr Van den Eynde is a specialist in criminal law and is known for being the lawyer of the 
former vice president of the Government and leader of ERC, Oriol Junqueras, and Raül 
Romeva in the trial of the Catalan independence process. He has himself been spied on with 
the Pegasus spyware.  

 
Mr Gregorio Martín Quetglas  
Emeritus Professor of Computer Science, University of 
Valencia  
 
Mr Martin is Doctor in Mathematical Sciences and retired 
Professor of Computer Science at the University of Valencia.  
His academic and professional activities have focused on the 
digital process of medical signals and telematics applications in 
the field of transport. In the different fields of activity he has 
written almost 200 scientific articles, 8 teaching books and has 

directed 12 doctoral theses.  
He has been a Spanish representative in different European committees related to his 
specialties. After the end of his academic activity, he has focused on the study of the impacts 
of Digitalization on existing jobs in Spain and Europe. His latest book (February 2016) 
(dis)employment and well-being in the digital age.  
He made also the Digital Audit Audiencia Nacional on Credit Assignments of Banco de 
Santander, and he is the author of the Report on last G-20 meeting in Indonesia on climate 
effects of Digitalisation. 



He is a weekly columnist for the newspaper Levante-EMV, as well as a contributor to other 
media, and published a lot on the Catalangate Analysis. 
 
Panel II 

 
Mrs Esperanza Casteleiro Llamazares 
Director of the Spanish National Intelligence Agency (CNI) 
 
 is a Spanish civil servant and intelligence officer. She has been 
Director of the National Intelligence Centre (CNI) since 11 May 
2022, after having served as Secretary of State for Defence from 1 
July 2020. She is the daughter of Air Force Colonel Antonio 

Casteleiro.  
 
Career in information   
 
Esperanza Casteleiro studied philosophy and educational sciences at the Complutense 
University of Madrid. In 1983, she joined the Higher Defence Information Centre (CESID), a 
Spanish intelligence service, where she held various positions in the central services. She 
became head of the counterintelligence division in 1996, before being seconded abroad 
between 1997 and 2002. When CESID became the National Intelligence Centre (CNI) in 2002, 
Casteleiro was appointed head of the human resources department. 
 
She was then appointed Secretary General of the CNI on the proposal of the Minister of 
Defence José Bono on 28 September 2004 ; the centre was then directed by Alberto Saiz. She 
then shows discretion and does not make a media outing. She left office on 21 June 2008 and 
was replaced by Elena Sánchez Blanco. Casteleiro then took up new positions abroad, notably 
in Cuba and Portugal. 
 
An expert in counterterrorism, she became head of the intelligence unit of the CNI within the 
Intelligence Centre against Terrorism and Organized Crime (CITCO) from its creation in 2014. 
 
At the Ministry of Defence  
 
After the arrival of Margarita Robles at the Ministry of Defence in June 2018  (following the 
motion of censure that brought Pedro Sánchez's socialists to power), she chose Casteleiro as 
her chief of staff. 
 
Together with the interim director Paz Esteban, the former Secretary of State for Security Ana 
Botella and General Miguel Ángel Ballesteros, her name was mentioned in January 2020 to 
take over the leadership of the CNI after the end of Félix Sanz Roldán's mandate. However, it 
is Paz Esteban who was finally appointed. 
 
The Secretary of State for Defence Ángel Olivares, who was also appointed to this post in June 
2018 and held office for two years by mutual agreement with Margarita Robles, resigned in 
June 2020. The Minister of Defence then took advantage of this situation to renew the most 
senior civilian officials of the Ministry and appointed Casteleiro Secretary of State for Defence 
and Amparo Valcarce as Undersecretary of the Ministry. Thus, for the first time in history, the 
most important civilian positions in the ministry are fully held by women. 



Juan Jesus Torres Carbonell  
Secretario General de Administración Digital 
 
Mr Carbonell is currently Secretary General of 
Digital Administration of the Ministry of 
Economic Affairs and Digital Transformation, 
and Counselor, ex officio member of the Board 
of Directors, of the Public Business Entity 
“Red.es.” As Secretary General of Digital 
Administration, he is responsible for the 
direction, coordination and execution of the 

powers attributed to the Ministry of Economic Affairs and Administration Digital in terms of 
digital transformation of the administration. In coordination with others ministerial 
departments, manages the exercise of all actions derived from the plans of action for the 
implementation of national and international strategies in the field of digital transformation. 
 
He has a degree and PhD in Computer Science from the University of Granada, a Bachelor of 
Science in Biology Section from the University of Granada, a Degree in Law from the UNED, 
a Master's Degree in Public Management from INAP and a selective course for the 
development of the inspection function in the same institution. He entered by opposition in the 
Higher Body of Information Systems and Technologies of the State Administration in 1997. 
 
Previously he has been Advisory Member in the SGAD and in the General Directorate of 
Rationalization and Centralization of Contracting of the Ministry of Finance; he was also 
President of Correos Telecom, a subsidiary of Sociedad Estatal Correos y Telégrafos, Director 
of Technology, Systems and Innovation of Sociedad Estatal Correos y Telégrafos, and SGTIC 
of the Ministry of Economy and Finance. 
 
 
 


